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Mission Statement

HESHRETRESFUHEIRESEIE,
HIARBRFXRAEMILARRSHRKR AT R
B, RASEMNEFRFZRNERIE,
MRS BERIRVEERR. KRIEEE!
HIZS AT EA LEE D ISR 1E YT A U fE
BHFRA, HEEX—EBBEHERKSE
RIFRINE Ko

BFET —ARBEEEX, 18
BPEBR-REE (1) BFERARERHH
EfFfRRAR SR, HIMNBsET (mHealth) ,
UK AIF A FHEENS LR (B0,
HLIENFESATIER (A) &) , 8EF
FRIRERETSRMIRIIIM (SaMD); (2)
Z2EST, BETHIE (BEEIRERS
FRNESNES. XHERAEMERF) <
TEEST . RIS RRSEWNITER
BErrianh; Uk (3) ERAHRFRARMHEE
REETRERSKEXES, BEERAHK
FUTASEFTEEZ WAL (HCP) K&
EHITER,

Today’s global healthcare challenges require
pharmaceutical companies to employ innovative tools to
enhance the quality of disease treatment, upgrade the
effectiveness of medical and scientific communications
with physicians, and strengthen the trust-based ties
with patients and the general public. For this purpose,
we have seen the increasing use of digital technologies
in the healthcare sector by pharmaceutical companies,
and believe that such a trend will continue with strong

momentum for the many years to come.

The term “digital health” does not have a fixed
definition, and is commonly understood to include,
among others: (i) digital-driven health solutions, such
as mobile health (mHealth), and technologies that
allow the utilization of digital data (e.g., data science
and artificial intelligence (Al)), including wearables and
software as a medical device (SaMD); (ii) telemedicine,
i.e., practice of medicine over a distance, in which
interventions, diagnostics and treatment decisions
and recommendations are based on data, including
voice and images, documents and other information
transmitted through telecommunication systems; and
(iii) the use of digital technology to deliver health and
healthcare services and information, including using of
digital tools in interactions with healthcare professionals

(HCP) and patients.

RDPAC Digital Health Compliance Guidance | (1
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In this regard, the global pharmaceutical industry has
formulated several principle and guidance documents
for pharmaceutical companies when considering their
application of digital health technologies, including but
not limited to the Biopharmaceutical Industry’s Global
Policy Principles on Digital Health (co-authored by
IFPMA, JPMA and EFPIA), the Joint Note for Guidance
on Social Media and Digital Channels (co-authored by
IFPMA and EFPIA), and the Joint Note for Guidance
on Industry Support for Education and Access to

Telemedicine (co-authored by IFPMA and EFPIA).

In China, RDPAC has observed the emergence of the
use of digital tools in communications with external
stakeholders, ranging from healthcare professionals to
patients as well as the general public. RDPAC has always
encouraged its member companies to maintain effective
interactions with such external stakeholders, so as to
advance the scientific and medical knowledge and
disease treatment capabilities of HCPs, as well as the
disease awareness knowledge and health management
and disease management capabilities of patients and

the general public at large.

In the past few years, the emergence and wide
use of digital tools has transformed the model of
such interactions with HCPs and patients in the
pharmaceutical industry in China. On one side, it has
significantly increased the coverage, efficiency and
effectiveness of the interactions. At the same time, it
also has created challenges to member companies from
the standpoints of legal and regulatory compliance,
internal control, risk management as well as medical

ethics.
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Therefore, RDPAC has taken the initiative of developing
this Guidance, aiming to provide high level non-binding
guidance to member companies in connection with
their use of digital tools in interactions with HCPs and
patients, so as to prevent non-compliance with legal and
regulatory requirements, to maximize the use of such
interactions to the benefit of HCPs and the welfare of

patients, and to maintain medical ethics at the highest

level.

RDPAC Digital Health Compliance Guidance | (3 I-
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RDPAC member companies, with consideration of
various factors, have used different digital tools in their
interactions with HCPs and patients. We will set forth,
in this Part Il, the most commonly used digital tools
among RDPAC member companies, and will provide, in

Part Ill, guidance on compliance.

1. Virtual medical education
programs for HCPs

In these programs, member companies provide medical
education programs to HCPs via digital platforms,
whether platforms owned by themselves or operated by
third-party business partners. Most of these programs
are live broadcasts, with some programs using pre-
recorded, repeatedly re-broadcast videos. The speakers
are typically HCPs, whether in China or abroad, and the

audience are HCPs as well.
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2. Virtual disease awareness/patient
education programs

In these programs, member companies provide
health management, disease awareness and disease
management education programs to patients via digital
platforms, whether platforms owned by themselves
or operated by third-party business partners. Most of
these programs are live broadcasts, with some programs
using pre-recorded, repeatedly re-broadcast videos. The
speakers may be HCPs, patients or company employees,

and the audience are exclusively patients.

3. Digital HCP-patient interaction
platforms

In these programs, member companies provide
interactive platforms, either owned by themselves
or operated by third-party business partners, on
smartphone applications or WeChat mini-programs,
such as “Q&A rooms,” for HCPs to provide health
management, disease awareness and disease
management education information to patients. On
these platforms, patients ask questions to HCPs and
HCPs provide answers, but such communications
shall not “cross the line” and constitute diagnosis and

treatment activities.

RDPAC Digital Health Compliance Guidance | (5



4. Collaboration with Internet

4, 5EEMERNSE hospitals

55BEMERMNESIEFINZ#%ZiF, Bl Collaboration with Internet hospitals take a variety of

AN E8iE: forms, and typical forms include:
0 SRARNTNAEBEITEEEZIWALTIER 0 member companies introduce HCPs to practice at
X %= f5e ﬂ_l[ : Internet hospitals;
Zn )

0 EALTMBEEMNERINEHEIZHE 0 member companies provide patient education

BEE; information to patients on Internet hospitals;

ok
S

0 ERNTRTEEENERESA AN o member companies provide product discounts
SERMEFRITIN RES) ; & (such as coupons) to patients who receive

prescriptions at Internet hospitals; and

o 2RNAISEENEREE, WEH
SIFRE Y IEN B HE ST EEE, o member companies collaborate with Internet
hospitals to collect and analyze properly

processed patient treatment data.

5. Collaboration with e-commerce

5. SEEESEAENSE retail pharmacies

EBESEHENSERER RS2, Collaboration with e-commerce retail pharmacies take a

HASER R aE: variety of forms, and typical forms include:
o BHEEEHEREEREESRIFIO, o e-commerce retail pharmacies provide product
BERESRNERM *EF_“ZN‘WEQ discounts to patients, usually with subsidy by

member companies;

0 ZRNAEHBHTEAHESIE, EH

BAEREEELAETM; & o Member companies and e-commerce retail

pharmacies collaborate to provide patient

0 SERANBSE5HEEEEAESIE, R education videos on e-commerce pharmacy
BAERTER AT . stores; and

o member companies and e-commerce retail
pharmacies collaborate to display drug products
of the member companies on e-commerce

pharmacy stores.

06 | ROPAC iF ST & FIER
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6. Operating digital therapeutic
products

Some member companies design, develop and operate
digital therapeutic products (DTx), and provide such
DTx products to patients. Such DTx products may be
registered as medical devices, or not, and may be used
in combination with the companies’ pharmaceutical
products, or not. In frequent cases, such DTx
products are used or prescribed on Internet hospitals.
Importantly, given relevant restrictions on foreign
companies’ involvement in such activities, member
companies need to consider whether they need to
obtain the Value-Added Telecom Service (VATS) License
(1% {8 B {5 Al 5 2 5 % 7] 3iE ) and/or the Internet
Content Provider (ICP) License (ICP ¥ 1| ) for the

operation of such DTx products. *

! An ICP License is in nature one type of VATS License, although in practice it is typically regulated separately.
ICP FRI 7R R L BIBEBE U SEEW NN —MER, BATNSHEEHITRMEE,
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7. FRAREETIA 7. Use of social media tools

“MRBART R SIEHE. #=F0#El  “Social media tools” include, among others, Weibo,

L SRANTFESERKXMBFERACIE  WeChat and Douyin. Member companies use social
®I R, F0: media tools in a variety of programs, such as:

o publish articles or videos about their drugs, such

0 EHES5HARMBXNXERMIN, W as launch of new products, drug development
Wremikm. AYREAHES,; progress, etc.;

o EHEEEHARMBHEXINNEHMIN, o publish articles or videos about their drugs’
NEEFEBIE (PAP) | RICINB S, programs, such as patient assistance programs
N (PAP), insurance programs, etc.; and

o BEHEEAHGULARTEZNZAX o publish, directly or indirectly, articles or videos

HWEXEEEIE., BRI EERE on health management, disease awareness and

BEHXERMIN (5KFFR “BEHE disease management that target the general

ot M I public or patients (collectively, “Patient Education
Materials”).
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‘ Guiding Principles

RDPAC stresses that member companies, when using
digital tools, shall comply with relevant sections of the

RDPAC Code of Practice 2022 whenever applicable.

RDPAC encourages member companies to explore
the use of digital tools in interactions with HCPs
and patients in accordance with applicable laws and
regulations, regulatory requirements, as well as medical
ethics rules, so as to advance the medical knowledge
of HCPs and the welfare of patients. At the same time,
acknowledging the legal, regulatory and ethical risks
that may arise out of any misuse of such digital tools,
RDPAC raises the following guiding principles, and
requests member companies to consider them carefully

in their use of digital tools.

1. Fair and balanced information

All information communicated via digital tools must be
fair and balanced, representing all key aspects of the
subject matter that the information relates to. On any
subject matter, member companies shall not conceal
important information or exaggerate certain information

in a way that is unfairly advantageous to its business.
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RABRAEUFAREFT D BELHER,

2. No false or misleading promotion

All information communicated via digital tools to HCPs
and patients may constitute “commercial promotion”
referenced by China’s Anti-unfair Competition Law, and
therefore shall not be false or misleading. Member
companies must take appropriate measures to review and
approve such information to ensure that the information

is true, accurate, and non-misleading.

3. No off-label promotion; robust
management of off-label scientific
communication

Member companies shall not conduct off-label promotion
of their drugs in any circumstance through any digital

platform.

Member companies may communicate scientific and
medical information about the off-label use of drugs
through digital platforms, but only on the condition
that member companies establish and implement an
adequate and robust system to review, approve and
manage such information. Particularly, such information
must be non-promotional, and serve exclusively the
purpose of the advancement of scientific and medical

knowledge of HCPs.

4. No illegal drug, device and medical
treatment advertisement

Member companies shall not use their digital platforms
to publish direct to consumer (DTC) advertisements
for prescription drugs. They should also note that
advertisements for OTC drugs, medical devices and
medical treatments must be approved by relevant

regulatory authorities before being published, and

RDPAC Digital Health Compliance Guidance | 11
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the digital platforms are not an exemption to such
principles. Therefore, member companies must establish
and implement adequate and robust review of the
information communicated via digital tools to ensure that
no information constitutes illegal drug advertisement,
medical device advertisement or medical treatment

advertisement.

> Case study: a pharmaceutical company provides
product information and financial funding to
celebrities and Internet bloggers (so called
“influencers”) for them to publish videos on social
media platforms. In such videos, the “influencers”
will, with the appearance of patients, introduce the
efficacy of the product. Enforcement authorities
may challenge this kind of video as an unapproved

drug advertisement and impose penalties.

5. No undue influence on HCP
prescriptions

Member companies shall not use activities on digital tools

to unduly influence the prescription decisions of HCPs.

Particularly, when collaborating with Internet hospitals,
member companies shall perform effective due diligence
on the Internet hospitals’ model and practices in
connection with compensation to HCPs, and shall not
conduct the collaboration in case of findings that the
Internet hospital may use the collaboration program
(particularly the participation, resources, funding or
support by the member company) to unduly influence

the prescription decisions of HCPs.

If member companies collaborate with or use the services
of retail pharmacies or retail pharmacists, they shall not
use activities on digital tools to unduly influence the
decisions of the retail pharmacists when recommending

drugs to patients.
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> Case study: a pharmaceutical company has a

comprehensive collaboration with an Internet
hospital. As part of the collaboration, the
employees of the company introduce HCPs to
practice at the Internet hospital. In return for such
activities, the Internet hospital promises to the
company that they will give extra service fees to
the HCPs for their prescription of the drug of this
company. There is a substantial possibility that
Chinese enforcement authorities view such an
arrangement to be commercial bribery to HCPs by
the Internet hospital, and there is also a risk that
U.S. enforcement authorities of the Foreign Corrupt
Practices Act (FCPA) view such arrangement to be

corrupt payment to HCPs and that the company be

partially liable for such corrupt payments
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b

/|
MEDICAL
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-
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6. No undue influence on patient’s
drug use and medical treatment
decisions

Member companies, when performing activities on
digital tools, shall respect the independent judgement of
patients, and shall not use any activity to unduly influence
the drug use decisions or medical treatment decisions of

patients.

> Case study: a pharmaceutical company has a
collaboration project with the flagship store of a
drug retail company . Through the project, the
company pays the flagship store to post patient
education videos on its webpage, and the videos
strongly advocate the treatment advantages
of a drug of the company and also insinuate
doubts about the efficacy of a competing drug by
mentioning certain unfounded PV incidences of the
competing drug. Such videos may have an effect of

unduly influencing the patients’ drug use decisions.

7. Payment of service fees

If a member company pays any person, particularly an
HCP, service fees for such person’s services conducted via
a digital tool, the member company shall ensure that the
HCP has performed the services in accordance with pre-
agreed terms before making the service fee payments,
and the amount of the payment must comply with the
Fair Market Value (FMV) principle. Member companies
shall ensure that any payment to HCPs, either directly or
indirectly through any third parties, must not be a reward
or inducement for the HCPs’ drug prescription behavior,
or otherwise unduly influence their drug use advice or

recommendation.
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Member companies shall design and implement an

adequate and robust system to track and verify the digital

activities of the HCPs by taking into account the unique

features of digital activities.

>

8.

Case study: a pharmaceutical company pays HCPs
service fees for disease awareness education
activities on Douyin, and the service fees, when
calculated on an hourly rate basis, are higher
than those for off-line activities. The company
performed a thorough FMV assessment, and
believes such higher rate is justifiable because the
HCPs need to put in more efforts to complete the
relevant services, such as appearing on camera,
participating in script and video production, and
publishing the contents on social media accounts.
Such a robust pre-payment FMV mechanism is

highly recommended.

Collection of data

Member companies may have a need to collect certain

data via digital tools, such as drug use data, patient

amount data, physician medical treatment data, etc.

When collecting such data, member companies must

ensure that:

such data collection meets all legal and regulatory

requirements in China;

member companies shall not collect data on the
amount of drugs prescribed by a physician, a
clinical treatment department, or a hospital for

unjustifiable commercial purposes;

RDPAC Digital Health Compliance Guidance | 1 5
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such data collection complies with the “data
minimization” principle, i.e., member companies
must limit the collection of data to what is directly
relevant and necessary to accomplish the intended

purpose; and

member companies shall not pay medical
institutions and any person working at medical
institutions (particularly HCPs) for the collection
of any data, except in cases in which such medical
institutions or persons need to perform substantive

activities for the collection of such data.

Case study: a pharmaceutical company collects
“new patient number data” from HCPs, and pays
HCPs certain fees for providing such data. However,
it was later discovered that: (i) the HCPs did not
need to carry out any substantive activity to
generate such data; (ii) the company collects such
data for the self-claimed purpose of “managing
product manufacturing plans,” but the data do not
appear to have the value for such purpose; and
(iii) the company’s Sales team uses such data, and
never transfers the data to the manufacturing team.
Therefore, this data collection activity does not
appear to have a genuine purpose, and has the risk

of being misused to funnel payment to HCPs.
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9. Protection of privacy

Member companies must strictly comply with China’s
Personal Information Protection Law and other relevant
laws and regulations if they collect personal information

of any person in China, particularly HCPs and patients.

Member companies shall establish and implement
appropriate privacy compliance programs to
ensure compliance with requirements regarding
notification and consent, sharing and transfers
of data, personal information protection impact
assessments, management of security incidents,

etc.

Member companies shall respect the rights of
the data subjects with respect to their personal
information, e.g., right to access, copy, correct,

supplement or delete their personal information.

Member companies shall adopt appropriate
organizational and technical measures to ensure the

satisfaction of the above requirements.

10. Compliance with cybersecurity

requirements; cross-border
transfer of data

Member companies must strictly comply with China’s
Cybersecurity Law and other relevant laws and

regulations when collecting and processing data.

Member companies shall, among others, adopt
appropriate measures to safeguard cybersecurity,
monitor and report network vulnerabilities and
security incidents, and assess and grade the security
levels of its information systems and digital tools in

accordance with the Multi-Level Protection Scheme.
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o Before transferring data overseas, member
companies shall conduct a self-assessment in
accordance with applicable data security and
personal information protection laws, and use
one of the permitted transfer mechanisms (i.e.,
governmental security assessment, personal
information protection certification, or standard

contract) as applicable.

11. Retention of digital records

Member companies shall establish and implement
adequate and robust internal procedures governing
the retention of digital records generated during the
performance of the digital activities, and retain such
digital records accordingly. Such digital records shall
contain sufficient details that would enable member
companies to perform effective review and audit of
the digital activities, particularly on the veracity and
authenticity of the HCP services performed in such digital

activities.

12. Proper management of vendors
or business partners

If member companies use vendors or collaborate with
business partners in digital activities, they shall implement
effective management and control of such vendors or
business partners to ensure that they comply with the
requirements in this Guidance to the extent applicable.
As a guiding principle, member companies shall not use
vendors or business partners for the purpose of or with
the effect of circumventing any requirements in this

Guidance that are applicable to the member companies.
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Subject Matter Guidelines

MBELANEPHIANE—HFEFETF If member companies find that any form of digital
WES) (BIEAIEmE 9 FRREDH) activities, including those described in Part Il of this
BEESEEXNMEISE S XS, RDPAC  Guidance, carries any high legal or regulatory compliance
BE 2R UETIEIEETIER, NE  risks, RDPAC will develop subject matter guidelines
IBHMEEAXEEEXENSESHXFEIEM on such forms of digital activities to provide specific
BXiES, guidance on the management and mitigation of legal and

regulatory risks.

HEALTH CARE

MEDICAL CARE

TREATMENT
DIAGNOSE
INVENTION
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